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	JOB DESCRIPTION

	

	Job Title:
	Assistant Director, IT Security Advisor (ITSA)
	Job Number:
	325

	Division:
	Corporate Operations 
	Location:
	Canberra

	Branch:
	Digital Information Management and Technology Services
	Grade:
	6

	Section:
	Office of the CIO

	Reports to:
	Director, Office of the CIO

	Date of Effect:
	September 2015

	

	Context
	The Digital Information Management and Technology (DIMT) Branch is within the Corporate Operations Division at the Australian Sports Commission (ASC). The Branch provides a variety of strategic and advisory services relating to DIMT to the ASC and the wider sport community through its internal capabilities. The Branch also coordinates DIMT support services to the ASC through a number of external capabilities and arrangements.

	

	Primary Job Purpose
	Provide overall leadership and direction to develop and deliver a comprehensive information and technology security program for the ASC in accordance with its intended purpose; to protect ASC information and its infrastructure from internal and external threats; and ensure that the ASC complies with statutory and regulatory requirements regarding information access, security and privacy.

	Job Responsibilities
	In consultation with stakeholders, drive and implement the organisational strategic agenda to achieve section and business outcomes.  This includes:
· Provide leadership to drive the ASC’s security and architecture frameworks;
· Develop, monitor and report on agency ICT security plans, policies and procedures;
· Provide ongoing education to staff on managing ICT risks and threats;
· Provide briefings and advice to senior staff on ICT security, including to staff located or travelling overseas;
· Respond to and/or manage ICT security incidents;
· Coordinate and conduct ICT audits;
· Liaise with the Agency Security Advisor (ASA), ASC Security Steering Committee and security staff in providing physical, information and personnel security;
· Liaise with and manage ICT contractors in the delivery of secure services;
· Act as the CIO’s representative for the ASC on information security matters; serve as the contact point for auditors and other agencies on security and privacy matters;
· As a member of the Technical Advisory Group (TAG) research, review, manage and evaluate potential projects that provide opportunities of new ways of conducting business, or introduce efficiencies for the ASC and for sports in general;
· Engage and collaborate with members of multi-disciplinary teams to lead investigation and development of innovative methods of exploiting digital, information and technology assets to the benefit of the ASC and sports in general;
· Liaise, consult and negotiate with Government, industry, professional bodies, associations and other collaborators on a range of technical, security and policy issues;
· Assist in the development and implementation of sustainable business development plans, strategies and systems;
· Assist in the development and implementation of frameworks, policies, guidelines and other resources that deliver business outcomes for the ASC;
· Actively promote and role model the ASC values of Excellence, Integrity, Respect and Teamwork, and contribute to positive organisational change, effective communication, and continuous improvement at the ASC;
· Work collaboratively as part of a high performing team/organisation, establishing and maintaining effective partnerships with key internal and/or external stakeholders to lead and deliver high quality business outcomes;
· Deliver quality advice and reporting on relevant issues to senior management.

	People Management
	No direct reports. 

	Budget Management
	No direct responsibility.

	

	JOB HOLDER CAPABILITIES

	Qualifications and Experience
	· Bachelor degree in information management, computer science, information systems or equivalent experience.
· Ongoing attainment of industry certifications such as I-RAP, CISM.
· Demonstrated experience in information security, information technology or related field.
· Demonstrated experience in conducting ICT systems audits to detect security incidents and recover evidence for security investigations
· Demonstrated record of providing leadership and management to achieve high personal and team performance and meet organisational and business objectives.

· Demonstrated capacity to provide timely, compelling and concise advice to inform executive members and senior management to support decision making.

· Demonstrated experience in risk management, policy and strategy development.

· Experience delivering cultural change through influence and using innovative techniques.

	Knowledge and Skills
	· Comprehensive knowledge of the standards which govern the security of government ICT systems as detailed in the Australian Government Information Security Manual (ISM).
· High level strategic thinking skills, including the ability to:

· Analyse and identify issues and organisation-wide implications and propose solutions; and

· Harness information, identify critical gaps and assess the value of information to identify and develop opportunities with internal and external partners.
· Ability to make sound judgements that effectively balance security, risk and the ongoing delivery of services in a Corporate Commonwealth Entity (CCE). 

· Highly developed communication skills (including interpersonal, negotiation, influencing and representation) and a proven ability to build and maintain effective relationships both internally and externally with a diverse range of stakeholders.

· Demonstrated business acumen, planning and management skills and the ability to identify and achieve work objectives within an often fast-moving environment.

	Personal Attributes
	· Demonstrated commitment, drive and initiative, with the ability to work independently and inter-dependently as a productive leader and manager.

· Demonstrated capacity to cooperate and work well with others in a cross-functional environment to pursue team goals, share information, support others, show consideration and respect for alternate ideas and solutions.

	Note:  

· The successful candidate for this role will be subject to a National Police Criminal History Check prior to appointment.
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